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MODULE-4

Exception and Interrupt Handling: Exception handling, ARM

processor exceptions and modes, vector table, exception priorities, link

register offsets, interrupts, assigning interrupts, interrupt latency, IRQ and

FIQ exceptions, basic interrupt stack design and implementation.

Firmware: Firmware and bootloader, ARM firmware suite, Red Hat

redboot, Example: sandstone, sandstene

directory layout, sandstene code structure.

Textbook 1. Chapter 9.1 and 9.2, Chapter 10

RBT: L1273

Introduction:

Exceptions and interrupts_areJunexpected events which will disrupt the

normal flow of execution“effinstruction:"An exception is an unexpected

event from within the processor. Interrupt is an unexpected event from

outside the process.Whenever an exception or interrupt occurs, the

hardware starts executingithe code that perfofms an action in response to

the exception.

The following types of @Gtion€an cause ag'éxception:

® Reset is called by Sthe “procgssorgwhen power is applied. This
instruction branches to the'initialization code.

® Undefined instruction®is tsed when“theéyprocessor cannot decode an
instruction.

® Software interrupt isicallediwwhen we'exeeute a SWI instruction. The
SWI instruction is frequentlysused as'the mechanism to invoke an
operating system routine.

® Prefetch abort occurs when the grocgssor attempts to fetch an
instruction from an address without the correct access permissions.
The actual abort occuksdisthedecode stage.

® Data abort is similar~to a prefetch abort but is raised when an
instruction attempts to access dataimemory without the correctiaccess
permissions.

® |[nterrupt request is used by external hardware to interrupt the normal
execution flow of the processor. It can only be raised if IRQs are not
masked in the cpsr.

4.1 Exception handliing

An exception is any condition that needs to halt the normal sequential
execution of instructions.

Example for exceptions are: ARM core reset, instruction fetch or
memory access failure, an undefined instruction fetch ,execution of
software interrupt instruction ,when an external interrupt has been raised.
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Exception handling is the method of processing these exceptions.Most
exceptions have an associated software exception handler. Software
exception handler are software routine that executes when an exception
occurs. The handler first determines the cause of the exception and then
services the exception.Servicing takes place either within the handler or
by branching to a specific service routine.

The Reset exception is a special case of exception and it is used to
initialize an embedded system.

Whenever an excep iIfic mode. The ARM

processor modes can be Mhanging the cpsr.
When an exception occ or always switches to ARM
state. Figure 4.1 shows an exceptions and associated modes.

| Reset H

Prefetch Abort
Undefined

. — Y Y YY
EXceplions | 131 defined) (svCc )
Figure 4.1 soclated modes.

The user and system madegarestie odes that are not entered
by an exception.

4.1.2 Vector Table

The vector table is a table of addresses that the ARM core branches to
when an exception is raised. These addresses contain branch instructions
The memory map address 0x00000000 is reserved for the vector table, a
set of 32-bit words. On some processors the vector table can be optionally
located at a higher address in memory (starting at the offset Oxffff0000).
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Exception Mode Vector table offset

Reset SVC +0x00
Undefined Instruction UND  +0x04
Software Interrupt (SWI) SVC +0x08

Prefetch Abort ABT +0x0c
Data Abort ABT +0x10
Not assigned +0x14

IRQ +0x18

The branch instruction Mwing forms:

B <address>—This br Ides a branch relative from
the pc.

LDR pc, [pc, #offset]—This load reglster mstructlon Ioads the handler
address from memo
as it need the extra me
any address in memory?
LDR pc, [pc, #-0xff0]
interrupt service routine dress Oxfffff030 to the pc. This
specific instruction is us el , pterrupt controller is present

(VIC PL190).
MOV pc, #immediate— OVE Dpies an immediate value
into the pc.The address mus i Jiate rotated right by an
even number of bits.

0x00000000: Iffa R : , #reset]

0x00000004 : U 1

0x00000008 : Iffa38 ; #swi]

0x0000000c :
0x00000010:

pc, [pc, #prefetch]
pc, [pc, #data]
: oWr pc, [pc, #notass1gned]

4.1.3 Exception Priorities

Exceptions can occur simultaneously, so the processor has to adopt a
priority mechanism.Each exception is dealt with according to the priority
level set out in Table 9.3.

Table 9.3 shows the various exceptions that occur on the ARM processor
and their associated priority level.
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Exceptions Priority Ibit Fhbit
Reset 1 1 1
Data Abort 2 1 —
Fast Interrupt Request 3 1 1
Interrupt Request 1 1 —
Prefetch Abort 5 1 —
Software Interrupt 6 1 —
Undefined lus ' 1

¢ Th highest
i . The res

and setting up me and caches.The
the stack pointers
takes precedence over all other exceptions.

€ The lowest priority level is shared by two exceptions, the Software
Interrupt and U I Instruction exeeptions

en power
lalizes the system,
et handler must also set up
es.When a reset occurs, it

will occur during the i W | ons of the handler.
€ Data Abort exceptio emory controller or MMU
indicates that an inva as been accessed or when
the current code atte emory without the
correct access per Abort occurs, it takes
precedence over al Reset exception.

occurs when an external
IQ exception is the highest

€ A Fast Interrupt Rec

peripheral sets the IRQ pin to nIRQ. An IRQ exception is the second-

highest priority interrupt. The IRQ handler will be entered if neither
an FIQ exception nor Data Abort exception occurs. On entry to the
IRQ handler, the IRQ exceptions are disabled and should remain
disabled until the current interrupt source has been cleared.

€ A Prefetch Abort exception occurs when an attempt to fetch an
instruction results in a memory fault. This exception is raised when
the instruction is in the execute stage of the pipeline and if none of the

higher exceptions have been raised. After enter to the handler, IRQ
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exceptions will be disabled, but the FIQ exceptions will remain
unchanged.If FIQ is enabled and an FIQ exception occurs, it can be
taken while servicing the Prefetch Abort.

€ A Software Interrupt (SWI) exception occurs when the SWI
instruction is executed and none of the other higher-priority
exceptions have been flagged. On entry to the handler,

@ the cpsr will be set to supervisor mode.If the system uses nested SWI
calls, the link register r14 psr must be stored away before

branching to the | ible corruption of the link

mmtion not in

the ARM or TI _ e execute stage of the
pipeline and none of S have been flagged. The ARM
processor ‘“asks” M they can handle this as a
coprocessor instruction. Since coprocessors follow the pipeline,
instruction identification can take place in the execute stage of the core.
If none of th instruction, an Undefined
Instruction excep | instruction and Undefined
Instruction have th , since they cannot occur at the

same time.
4.1.4 Link Reqister O

When an exception occ
based on the current pc.
For example when an IR
the last executed instruc
has to be taken to mak

set to a specific address

e link register Ir points to
ree stage pipeline. Care
andler does not corrupt Ir
because Ir is used to retu andler. The IRQ exception
Is taken only after the ge Is executed, so the return
address has to point to the next instruction, or Ir — 4.
Wﬂﬂr\oyj‘dw useful addfesses for the diife,_ﬂ[grrlt_gqxcer()@ns.
xepfioh || P2 W05 f U H O WO Y 24~ T 1)
a W A o Jﬂ [ O T [

Data Abort Ir—8 points to the instruction that ed the Data Abort exception
FIQ Ir—4 return address from the FIQ handler

IRQ Ir—4 return address from the IRQ handler

Prefetch Abort Ir—4 points to the instruction that caused the Prefetch Abort exception
SWI Ir points to the next instruction after the SWI instruction
Undefined Instruction  Ir points to the next instruction after the undefined instruction

Table 4.4 Useful link-register-based addresses.
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Example(1)
This show the method of returning from an IRQ and FIQ handler is to use

a SUBS instruction:
handler
<handler code>

SUBS pc, rl4, #4 ; pc=rld-4
Since there is an S at the end of the SUB instruction and the pc is the
destination register, th ically restored from the spsr
register.

This example offset from the

link register r14 at the
handler
sus ri4, rid, # . r14-=4

<handler cade

MOVS pc, r

After servicing is comp execution occurs by moving
the link register r14 into tk g cpsr from the spsr.

Example (3)
The example uses the e the link register. This
method first subtracts a 2gister and then stores it

onto the interrupt stack.
handler

SUB rld, . rld-=4

STMFD  r13!,{r0-r3, rl4

h ey code> m
et Y norm (e 1-the 3@r

U U CA CA

e context

loa

The " symbol in the instruction forces the cpsr t0be restored from the spsr.

4.2 Interrupts

There are two types of interrupts available on the ARM processor. The
first type of interrupt causes an exception raised by an external
peripheral—namely, IRQ and FIQ.
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The second type is a specific instruction that causes an exception—the

SWI instruction.

Both types suspend the normal flow of a program.

4.2.1 Assigning Interrupts

A system designer can decide which hardware peripheral can produce

which interrupt request. This decision can be implemented in hardware or

software (or both) and depends upon the embedded system being used.

An interrupt controller unit_isgised _to connects multiple external

interrupts to one of the'two ARM interrupt requests either IRQ or FIQ.

The system-designers will use a standard design practice to assigning

interrupts.

€ Software Interrupts are normally reserved to call privileged operating
system routines. Forexample;ansSWI instruction can be used to
change a program runntAginiusermode 1o a privileged mode.

€ IRQ Requests are normally assigned for general-purpose interrupts.
The IRQ exception has a lower priority and higher interrupt latency
than the FI1Q exception:

€ Fast Interrupt Requests are normally réserved for a single interrupt
source that requires @ fast responge time.

€ In an embedded opefatingisystém design, the FIQ exception is used
for a specific application and the IRQ exception are used for more
general operating system activities.

4.2.2 Interrupt Latency

It is the time interval, from antexternal flinterfupt request signal being
raised to the first fetch Of antinstructionf@f @ Specific interrupt service
routine (ISR).
Interrupt latency depends‘en‘a’combinatioafor hardware and software.
System designer must balancesthessystem design to handle multiple
simultaneous interrupt sources and minimize interrupt latency.
It the/interrupts are not handled in.a timely_manner, then the system will
exhibit slow response times.
Software handlers have two main methods to minimize interrupt latency.
1) Nested interrupt handler,
2) Prioritization.
Nested interrupt handler

Nested interrupt handler allows other interrupts to occur even when it is
currently servicing an existing interrupt.

This is achieved by reenabling the interrupts as soon as the interrupt
source has been serviced but before the interrupt handling is complete.
Once a nested interrupt has been serviced, then control is relinquished to
the original interrupt service routine. Fig 4.3 shows the three level nested
interrupt,
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- - -»= Interrupt handler

Normal execution Interrupt enabled

Interrupt (1)

. Interrupt (2)
Interrupt (3)

Return

Figure 4.3 A three-level nested interrupt.

Prioritization
We can program the i
or lower priority than the
a higher-priority task can
interrupts. The processor
a higher-priority interupt
a lower average interrupt
It reduces latency by sf
time-sensitive interrupts.

gnore interrupts of the same
dling presently, so only
andler. We then re-enable the
e lower-priority interrupts until
yher-priority interrupts have
-prlorlty interrupts.

4.2.3 IRQ and FIQ EX

IRQ and FIQ exception nMhen a specific interrupt mask is

standard procedure Ilsted below,
1) The processor changes to a specific interrupt request mode, which
being raised.

2) The previous mode’s cpsr is saved into the spsr of the new interrupt
request mode.

3) The pc is saved in the Ir of the new interrupt request mode.

4) Interrupt/s are disabled—either the IRQ or both IRQ and FIQ
exceptions are disabled in the cpsr. This immediately stops another
interrupt request of the same type being raised.
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5) The processor branches to a specific entry in the vector table.

Example 4.5: what happens when an IRQ exception is raised when the
processor is in user mode?

oftware
handler

IRQ).
i.  The processor starts e IRQ and FIQ exception
bits in the cpsr are enabled
ii.  When an IRQ occurs the S
a) This transition auto S Q bit to one, disabling any further
IRQ exceptions,

b) The FIQ exception ,
does not get disabled

c) The cpsr processor

d) The user mode cpsr i

e) Register rl4_irqis as

f) The pc is then set to

iii. In state 3 the software
service routine to serv

hen the interrupt was raised,
yector table.

alls the appropriate interrupt
terrupt. After completion, the

the

4 M4

2. [ nzcvqj IFt fiq

Return to spsr_fig=cpsr
user mode r14_fig=pc
code pc=0xlc

)
3. | Software
handler

Figure 4.5 Fast Interrupt Request (FIQ).
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i) The processor starts in state 1.In this mode both the IRQ and FIQ exception
bits in the cpsr are enabled.
i) When an FIQ occurs the processor moves into state 2.->
a)  This transition automatically sets the IRQ bit and FIQ to one, disabling
both IRQ and FIQ exceptions,
b)  The cpsr processor mode changes to FIQ mode,
c)  The user mode cpsr is automatically copied into spsr_fiq,

d) Register r14_fiq is assigned the value of the pc when the interrupt was
raised,

e) The

vector table.
riate interrupt

pletion, the
processor mo code in state 1.

iv) When processor “Changes fr user mode to FIQ mode, there is no
requirement to save ese registers are banked in FIQ
mode. These registers ca old temporary data, such as buffer

pointers or counters. This makes FIQ ideal for servicing a single-source,high-
priority, low-latency interrupt.

4.2.3.1 Enabling and E

The ARM processor cor E l edure to manually enable and

disable interrupts by m Sr when the processor is in a
privileged mode.

The procedure uses three
1)The instruction MRS ¢
2)The instruction BIC cle
3) The instruction MSR
back into the cpsr, to en

bit.

Pre nzcvgjlFt_SVC nzcvq;ﬁr_S Ve
Code enable irg enable fig
MRS rl, cpsr MRS rl, cpsr
BIC rl, rl1, #0x80 BIC rl, rl, #0x40
MSR cpsr_c, rl MSR cpsr_c, rl
Post nzevqjiFt_SVC nzevgjlft_SVC

Table 4.5 Enabling an interrupt.
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Table 4.6 shows procedure to disable or mask an interrupt request.

cpsr  IRQ FIQ
Pre nzevqjift_SVC nzevqjift_SVC
Code disable_irg disable fig
MRS rl, cpsr MRS rl, cpsr

ORR rl, rl, #0x80 ORR rl, rl, #0x40
MSR : ' cpsr ¢, rl
nzcvgj .

To enable an th the IQ exceptions , the

immediate value on the Wr ORR instruction has to be
changed to 0xcO.

The interrupt request is either enabled or disabled only once the MSR
instruction has completed the execution stage of the pipeline. Interrupts

4.2.4 Basic Interrupt , mplementation
Exceptions handlers uses ﬁ V J e the register contents. Each
mode has dedicated regi | ' [
the exception stacks depe
® Operating system rec
requirements for stac )
® Target hardware—T ) ides a physical limit to
the size and positioni in‘me
Two design decisions ne¢
m The location: which @
begins. Most ARM-basec gned with a stack that descends
downwards, with the top of the stack at a high memory address.

will grow W|th the number of nested mterru

stack overflow—when the stack extends beyond the allocated memory.
It causes instability in embedded systems.

There are software techniques that identify overflow and that allow
corrective measures to take place to repair the stack before irreparable
memory corruption occurs.

The two main methods are

(1) use memory protection

(2) call a stack check function at the start of each routine.
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The IRQ mode stack has to be set up during the initialization code for the
system.The stack size is reserved in the initial stages of boot-up .
Figure 4.6 shows two memory layouts in a linear address space.

A B
Heap -
Code
0x00008000
0x00000000 |_Yector @b 0x00000 table
r ry layouts.
The first layout, A, sho tack layout with the interrupt
stack stored underneath t
The second layout, B, sh at the top of the memory
above the user stack.
The main advantage of | er Ai yout B does not corrupt
the vector table when a flow ogeurs,and so the system has a
chance to correct itself overflow n identified.
For each processor mode p. This is carried out every
time the processor is res ws an implementation of stack
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O0x20000

Ox10000

Ox8000 + code size

Ox8000
Ox8000 — 1

Ox800
Ox20
Ox00

There is an advantage
using a single stack . Er
rest of the system.

Each mode stack must be set up. Here is an example to set up three
different stacks wheRithe ‘precessor core out of reset.

Initialization code s [ stack registers for each
processor mode. The ¢ one of the registers that is
always banked when a me

s for each mode rather than
ugged and isolated from the

A set of defines are decl
absolute address.

gemory region names with an

Example, the User stac \ abel JUSR_Stack and is set to
address 0x20000. The IS

bytes below the IRQ stac
USR_Stack

Usr32md EQU 0x10 ; User mode

F1Q32md EQU 0x11 : FIQ mode

IRQ32md EQU 0x12 ; IRQ mode

SVC32md EQU Ox13 ; Supervisor mode

Abt32md EQU 0x17 ; Abort mode

Und32md EQU Ox1b ; Undefined instruction mode
Sys32md EQU Ox1f ; System mode
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Example to set up Supervisor mode stack:

The processor core starts in supervisor mode so the SVC stack

setup involves loading register r13 svc with the address pointed to by
SVC_NewsStack.

LDR r13, SVC_NewStack s rl3 svc

SVC_NewStack

The code first ini
For safety reasons, it
disabled by using a bit

e sure that interrupts are
and the new mode.

NoInt EQU 0xcO ; Disable interrupts

To set up the IRQ sta DrOCESSOr I § to change to IRQ

mode. This is achie storing ¢ Dit pattern into register r2.
Register r2 is then cop acing the processor into IRQ
mode.

IRQ_NewStack
DCD IRQ_Stac

Example to set up user
The user mode stack wil pecause when the processor is in

modify the cpsr.An alternative is

MSR cpsr ¢, r2

USR_NewStack
DCD USR Stack

CSE,SJCIT



